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Abstract. In this paper we describe authentication mechanism implemented
for the Framework for Distributed Business Applications — FDBA. We present the
primary functional requirements and describe how they were implemented. This
authentication approach interacts with Active Directory Domain Services which is
recommended technology for storing identity information within an organization.
The key feature is improved security and more efficient user logon process.

Keywords: Authentication, Active Directory, Security, FDBA

1. Introduction

The growing list of authentication options should come as no surprise
considering the rapid rate at which applications are moving to the cloud and users are
embracing mobile devices. These behavioral and organizational shifts are driving
authentication methods in two directions: toward more convenient access to please
users and toward more secure access to satisfy IT security teams. The need for user
convenience is growing in proportion to the tremendous growth in the number of
systems and applications users need. One cannot expect people to remember
hundreds of unique passwords and that is why many organizations are betting on
single sign-on solution [5]. Many organizations today include computers running
both  UNIX and Microsoft Windows operating systems in their network
environments. Ensuring the security of information located on either type of network
infrastructure requires validating every user's identity and specifying which network
data each user can access [6]. By establishing the user’s identity a single sign-on
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authentication (SSO) can be achieved. SSO is designed to enhance the end user
experience during log-ins by making the process quick and simple.

The Framework for Distributed Business Applications — FDBA is a powerful
platform for developing state-of-art enterprise resource planning (ERP) and customer
relation management (CRM) software products [4]. One of its key features is the
variety of ready-to-use components which enable application developers implement
various features without writing executable code. Security model in FDBA is a
major component which is used in any application, based on FDBA. It is essential to
improve our secure model with the security trends.

Our goal is to extend the existing security model of the Framework for
Distributed Business Applications (FDBA) [4], more precisely authentication
module to support various methods of proving identity. We will implement a new
mechanism for login which interacts with the Identity from the Active Directory and
provide single-sign on (SSO) authentication solution. SSO simplify authentication
and expedites users' access to applications.

2. Requirements

The following user requirements are defined:

e Logon automatically to the system without typing strong passwords

e Logon to the system using a user name and password

e Users to impersonate and log on to the system on behalf of other users

Logon automatically to the system

Users want secure login to the system without typing credentials on every start.
Security policies require that passwords meet certain complexity rules: length,
mixture of letters, digits and symbols. It is difficult for users to enter complicated
passwords to gain access to different system. Very often, users forget their
passwords. In order to gain access, they must contact to system administrators who
can reset their passwords.

It is a good solution to authenticate users with the same credentials they use to
log into their computers. User will not be prompt for credentials, the system will
automatically log in.

Windows authentication is a good option because:

e Windows already support basic user account features such as password

expiry, password strength, account lockout which are essential for the
current security model in FDBA.

e (Can provide “invisible” authentication that works without forcing a separate
login step.
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e User have a single authentication model across different types of
applications. This can be used for web services, ASP.NET applications, etc.

Logon to the system using a user name and password
Keep the current authentication model. The system can configure manually
which authentication model to use.

Users to impersonate

FDBA supports users to impersonate and log on to the system on behalf of
other users. To support this feature both with Windows authentication, system must
give chance to user to choose whether to login as yourself or another person — by
typing his/her username.

3. Implementation

Authentication process

User authentication module has been extended to maintain logins with an active
directory account. When a user attempts to log-in, the authentication module
performs the following steps:

e Check whether the application supports user authentication via Active
Directory.

e If support then check whether the server provides such a way of
authentication.

e User tries to authenticate with the credentials provided by the Windows
infrastructure. On success a secure context is established between the client
and the WCF service. If the current domain user is associated with
application user(s), then the logon process with Windows credentials is
successful.

e If support for AD authentication is not available or is available but the
logon process is unsuccessful then the standard username and password
authentication approach is used.

Server-side implementation

Our implementation wuses security mechanism provided by Windows
Communication Foundation (WCF). Windows Communication Foundation (WCF)
security consists of two primary requirements: transfer security and authorization. In
brief, transfer security includes authentication (verifying the identity of both the
service and the client), (message encryption), and integrity (digital signing to detect
tampering) [2].

The WCF infrastructure is designed to use Windows security mechanisms. If a
service that is deployed on an intranet, and whose clients are restricted to members
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of the Windows domain, only valid users can log on to the domain. After users are
logged on, the Kerberos controller enables each user to establish secure contexts
with any other computer or application.

To support both Windows authentication and username/password
authentication our service is extended to provide two service endpoints with
appropriate set of security settings.

a) Unsecured Endpoint which is used until now and the security and
authentication mechanism is provided by a layer below the WCF
infrastructure.

NetTcpBinding binding = new NetTcpBinding();
binding.Security.Mode = SecurityMode.None;
binding.Security.Transport.ProtectionLevel = ProtectionLevel.None;

binding.Security.Transport.ClientCredentialType =
TcpClientCredentialType.None;

b) Endpoint that uses a Windows security:

NetTcpBinding binding = new NetTcpBinding();
binding.Security.Mode = SecurityMode.Transport;
binding.Security.Transport.ProtectionLevel =
ProtectionLevel.EncryptAndSign;
binding.Security.Transport.ClientCredentialType =
TcpClientCredentialType.Windows;

Each endpoint has its own address. Ports are described in the server

configuration file for each application.
<add name="TcpPort" value="10001"/>
<add name="TcpPortWindowsAuthentication" value="10011" />

Relationship between FDBA application users and Domain user

The security model of FDBA relies that every user account in the system is
unique and holds the basic account details with the assigned rights.

To use windows authentication both with the security model of FDBA,
somehow the application needs to recognize the application user who is trying to
login. To be able to do this a new field is added in Users table — Windows Login
Name. The new field is populated with windows account login name in format
Domain\Username.

When a domain user is associated with multiple application users, on login he
or she must choose the right one to perform login.

When user attempts to login UseWindowsAuthenticationLogin() method
checks whether the user can be authenticated via domain account.
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e Check if client support windows authentication — this is an option
configured in client configuration.

e Get the windows authentication port from the server configuration file. If
application supports windows authentication a Windows security service is
created.

e Call GetShellUsersByWindowsLoginName(out users)) from a Windows
secure service, if security context is established and any of the application
users is associated with a domain account, the user can login with the
current Windows ldentity.

var windowsIdentity =

ServiceSecurityContext.Current.WindowsIdentity;

users = application.DataAccess.GetShellUsersByWindowsLogin
Name(windowsIdentity.Name)

e Depending on the returned shell users, the user is navigated to adequate
login screen.

In case user cannot login using windows authentication the service is redirected

to use the Unsecured Endpoint.

User Interface
When the user is successfully validated and authenticated into the system using
AD account the following scenarios are available:
e Active Directory account associated with one application user account
In this case it is unreasonable to require any confirmation through the user
interface — the application starts automatically without prompt for user
credentials.
e Active Directory account associated with many application user accounts
FDBA supports one AD account to be associated with many application user
accounts. In this case the user is navigated to login screen from where the user
selects with which identity to perform login. Example of AD account associated with

2 application users.
FrameStory Shell .NET

jack Jones (jones)

md (md)

ameStory Software b.v, 2

Figure 1.
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e Active Directory account associated with application user(s) and
impersonation is available
FDBA also supports users to impersonate and log on to the system on
behalf of other users. User can impersonate if it has General permission.
General Permissions in FDBA define access over functionality, which is
globally available in the system [1]. In order to support impersonation when
such a permission is available, user should choose whether to authenticate
as yourself or as another user. To use impersonation only a valid username
is required to be passed.

FrameStory Shell .NET FrameStory Shell .NET
DPI Navigator DPI Navigator

md (md) md (md)

Other User Other User

Copyright © FrameStory Software b.v. 2013 Copyright © FrameStory Software b.v. 2013

Figure 2.
4. Conclusion

This paper has described the functional requirements architecture and
implementation of an alternative method for user authentication via active directory
as a standard functionality to the Framework for Distributed Business Applications.
This approach provides easier secure user's access to applications developed by
FDBA. In future, we well design and implement user authentication to work with
another trusted OAuth Providers like Google or Microsoft.
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YAOCTOBEPABAHE HA IIOTPEBUTEJIN B PAMKA 3A
PA3SITPEJEJIEHN OBEKTHO-OPUEHTUPAHU
MNPUJIOKEHUSA C WINDOWS ACTIVE DIRECTORY

Mapus Joopesa, Hukonaii IlaBnos, Acen Paxues, Anrei I'oJieB

Pestome: B Taszu cratus € omucaH MEXaHU3bM 3a yIOCTOBEpSIBaHE,
pa3paboTeH KaTo 4YacT OT paMKara 3a pPaslpeAclicHH OW3HEC NpPUIOKCHUS —
FDBA. IlpencraBeHn ca OCHOBHHTE (DYHKI[MOHAIHM HW3WCKBAHMS M TAXHATA
peannzanust. To3M NOAXOM 3a yAOCTOBEPSBAHE HA CAMOJMYHOCT B3aUMOJEHCTBA C
ycnyrute Ha Active Directory Domain, koeto e mpenopbunTesIHa TEXHOJIOTHS 38
CbXpaHsBaHe Ha HWHGOPMAIMs HAa CaMOJMYHOCT B paMKUTE Ha JajeHa
opranuzanus. OCHOBHaTa XapaKTEPHCTHKA € II0J0OpeHaTa CHI'YPHOCT M IIO-
e(QEKTUBHUAT MPOLIEC 32 BXOJ| B CHCTEMATa.

Kiro4oBu 1yMH: aBTCHTHKAIM, aKTUBHA JUPEKTOpUs, cUrypHOCT, FDBA
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